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FIREWALLS

A computer system or network that is designed to block unauthor-
ized access while permitting outward communication.

Packet filters act by inspecting the "packets," which are trans-
ferred between computers on the Internet. If a packet matches the
Packet Filtering packet filter's set of filtering rules, the packet filter will drop
(silently discard) the packet or reject it (discard it and send "error
responses"” to the source).

Firewalls deployed in Layer 2 mode provide the most transparent
method for integrating with existing routing and IP designs as well
as existing services

Firewall

Second-generation firewalls perform the work of their first-
generation predecessors but operate up to layer 4 — Transport
Stateful Layer of the OSI model. This is achieved by retaining packets until
enough information is available to make a judgment about its
state.

These switches provide the same basic functionality as unman-
Application Layer aged switches, but they can be configured with some advanced
functionality to further optimize a network.

Firewalls are one the most commonly deployed hardware point solutions for cyber security.
However, there are many types of firewalls all specific uses and applications. Traditional firewalls
inspect network traffic by comparing the source and destination addresses against a rule set and
determining whether to forward the traffic or discard it. However, modern firewalls will examine
packets of data for well-known signatures that specify the type of application that created it and the
specific data protocols used.

Firewall

Packet filtering is the process of passing or blocking packets at a network interface based on
source and destination addresses, ports, or protocols. The process is used in conjunction with
packet mangling and Network Address Translation (NAT). Packet filtering is part of a firewall program
for protecting a local network from unwanted intrusion.

Modern network attack techniques are quite sophisticated at fooling traditional firewalls by forging
the parts of the data packet that are examined to compare against rules. New firewall technologies
that mitigate these risks include Layer 2 (often called “transparent”) Firewalls and Stateful Firewalls
that utilize Deep Packet Inspection (DPI).

Layer 2 firewalls are designed to inspect traffic in a way that makes them extremely difficult to
bypass or fool in regards to forged addressing. Because they function at the Data Link layer of the
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OSI Reference Model, not at the Network layer, they are able to process data without establishing a
presence at the Network layer. This makes them nearly undetectable, with the added benefit that
their stealth protects them from most intrusion attempts.

Layer 2 firewalls, when deployed in mission-critical production environments, can be configured to
“fail open” or function as a simple piece of wire in the event of its total failure. This ensures that the
important data traffic can continue to flow even if the firewall fails completely.

Stateful firewalls are designed to keep track of all stages of communication between hosts from set
-up through data transfer to tear-down. Before stateful firewalls existed, a firewall did not keep track
of “conversations between hosts” and had no way to know if a packet it received was part of an
existing approved conversation or was a rogue packet containing headers of a conversation in
progress, but malicious or faulty data.

Deep Packet Inspection is a technique through which the stateful firewall scans the actual payload of
a data packet, rather than just the labels on different areas of the packet, to ensure that it actually
contains the type of data that it indicates. Another name for a stateful firewall is application-layer
firewall. Application-layer firewalls contain additional intelligence in their scanning engines, which
allows them to compare the data inside a packet against common data patterns of a given type.

For example, a forged packet that appears to contain a “GET” request to a Web server in HTTP
format may in fact contain a malicious command or corrupted string of text. A traditional firewall
would pass the packet through based on source, destination, headers, and labels being correct. A
stateful firewall utilizing DPI would inspect the actual text and discard the packet because the
contents are not a legitimate request.

Because different segments of the network have different security requirements and types of traffic,
it is often useful to divide the network into logical zones. For example, the most sensitive and critical
part of the network, the DCS Network, can be incorporated as a “DCS Zone.” The PCN, with its
management, trending, and monitoring systems, could be called a “Data Acquisition Zone.” There
could be a “Remote Access Zone” encompassing Citrix servers, Terminal Server systems, dial-up
access servers, and VPN concentrators.

By segmenting the network logically according to types of traffic and level of trust, firewall rules can
be built and assigned to specific physical interfaces on the firewall, to logical address blocks, and to
specific VLANs. This allows the ICS group the highest level of control over which traffic origins and
profiles are allowed access to their critical assets

An Application firewall is a form of firewall which controls input, output, and/or access from, to, or
by an application or service. It operates by monitoring and potentially blocking the input, output, or
system service calls which do not meet the configured policy of the firewall. The application firewall
is typically built to control all network traffic on any OSI layer up to the application layer. It is able to
control applications or services specifically, unlike a stateful network firewall which is - without
additional software - unable to control network traffic regarding a specific application. There are two
primary categories of application firewalls, network-based application firewalls and host-based
application firewalls.

1 A network-based application layer firewall is a computer networking firewall operating at the
application layer of a protocol stack,[1] and is also known as a proxy-based or reverse-proxy
firewall.

1 A host-based application firewall can monitor any application input, output, and/or system
service calls made from, to, or by an application. This is done by examining information
passed through system calls instead of or in addition to a network stack. A host-based
application firewall can only provide protection to the applications running on the same host.



A DMZ (demilitarized zone) is a computer host or small network in-
serted as a "neutral zone" between a company's private network
and the outside public network. It prevents outside users from get-
ting direct access to a server that has company data.

Single firewall DMZ, comprises of a firewall with three network inter-
face cards (NICs) installed in it. The first connected to the external
network (Internet), the second connected to the computers placed
inside the trusted local network, and the third NIC is used to form a
DMz

Dual firewall model whereby a distinctly separate network is config-
Dual Firewall - DMZ ured to act as a layered security zone between the perimeter firewall
and a second DMZ/LAN firewall located ahead of the trusted net-
work — more security.

Single Firewall - DMZ

In computer security, a DMZ or Demilitarized Zone (sometimes referred to as a perimeter network) is
a physical or logical subnetwork that contains and exposes an organization's external-facing
services to a larger and untrusted network—usually the Internet. The purpose of a DMZ is to add an
additional layer of security to an organization's local area network (LAN); an external attacker only
has direct access to equipment in the DMZ, rather than any other part of the network. The name is
derived from the term "demilitarized zone," an area between nation states in which military operation
is not permitted.

There are two basic DMZ architectures:

A Single Firewall with at least 3 network interfaces can be used to create a network architecture
containing a DMZ. The external network is formed from the ISP to the firewall on the first network
interface, the internal network is formed from the second network interface, and the DMZ is formed
from the third network interface. The firewall becomes a single point of failure for the network and
must be able to handle all of the traffic going to the DMZ as well as the internal network. The zones
are usually marked with colors; for example, purple for LAN, green for DMZ, and red for Internet
(often with another color for wireless zones).

Trusted
Network

Perimeter
Firewall

Untrusted
Network




A Dual Firewall is a more secure approach compared to the two firewalls to create a DMZ. The first
firewall (also called the "front-end" or "perimeter" firewalll must be configured to allow traffic
destined to the DMZ only. The second firewall (also called "back-end" or "internal" firewall) only
allows traffic from the DMZ to the internal network. This setup is considered more secure since two
devices would need to be compromised. There is even more protection if the two firewalls are
provided by two different vendors, because it makes it less likely that both devices suffer from the
same security vulnerabilities. For example, accidental misconfiguration is less likely to occur the
same way across the configuration interfaces of two different vendors, and a security hole found to
exist in one vendor's system is less likely to occur in the other one.
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SWITCHING

A network can be established by connecting hosts through the fol-
lowing three devices:

Aggregator - Switch

Any network communication that comes in one port is broadcast
Hubs out of every port. This increases the traffic on a network. These
devices are not configurable.

These devices learn what hosts are attached to each port and ex-
Unmanaged Switches amine data packets so that data is sent only to the port that it is
intended to go. These devices are not configurable.

These switches provide the same basic functionality as unmanaged
Managed Switches switches, but they can be configured with some advanced function-
ality to further optimize a network.

Switches are a commonly used aggregation device in networks. There are numerous types of
switches all developed for different network needs. Typical switches are sized by how many ports,
typically Ethernet, that they support; 8-port, 12-port, 24-port and 48-port.

Hubs are the predecessor to today’s configurable switches providing basic network connectivity at
the Layer 2. An ICS network should always contain managed switches. ICS networks should
leverage available features from managed switches to provide increased protection.

Unmanaged switches limit the diagnosis of network problems and the available technical controls
that can optimize an ICS.

Managed switches include core features such as Port Mirroring and Link Aggregation. Port Mirroring
is a technique where a port on a switch can be configured to see all traffic that is passing through
the switch. An IDS/IPS system (explained below) can be attached to this port to examine traffic on
the network for anomalies. Link Aggregation is a technique where multiple switch ports can act as a
single port, in effect multiplying the bandwidth that would have been available for that connection
and/or provide a redundant connection for possible fail over needs.
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Another managed switch feature that could enhance security is Port Security, which allows
administrators to specify exactly which devices are allowed to connect to the switch. Broadcast
Control and Rate Limiting can also protect traffic volume-sensitive PCN systems from Denial-of-
Service due to excessive network traffic.

While managed switches do provide a more robust network feature set, they should be configured
with strong passwords and encrypted management (SSL, SSH) when possible to protect against
hijacking.




SERVERS

A computer or computer program that manages access to a cen-

Server . o
tralized resource or service in a network.

An Active Directory domain controller authenticates and authorizes
all users and computers in a Windows domain type network—
assigning and enforcing security policies for all computers and in-
stalling or updating software.

Active Directory Server

Servers are computer programs running to serve the requests of

CUERESSIVERS other programs, the clients.

Any database server that implements the Structured Query Lan-
SQL Servers guage. Microsoft SQL Server, a relational database server from Mi-
crosoft.

A Web Server is a program that uses the client/server model and
the World Wide Web's Hypertext Transfer Protocol (HTTP). Every
Web Server computer on the Internet that contains a Web site must have a Web
server program. It is sometimes referred to as IIS (Internet Infor-
mation Server) Server.

Servers are the true workhorse of any control network. Servers provide the flexibility to provide data
storage all they up through hosting Virtual Machines. The differences are only in the OS running, the
number of hard drives needed, processing power and memory needs.

Servers operate within a client-server architecture. Servers are computer programs running to serve
the requests of other programs, the clients. Thus, the server performs some tasks on behalf of
clients. The clients typically connect to the server through the network but may run on the same
computer.

Servers often provide essential services across a network, either to private users inside a large
organization or to public users via the Internet.

Ll
S

A Client Server network is the most efficient way to provide:

Databases and management of applications
Communications and Document management.
Network management.

Centralized file storage.
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The client/server model is basically an implementation of distributed or cooperative processing. At
the heart of the model is the concept of splitting application functions between a client and a server
processor. The division of labor between the different processors enables the application designer to
place an application function on the processor that is most appropriate for that function. This lets the
software designer optimize the use of processors—providing the greatest possible return on
investment for the hardware.

Client/server application design also lets the application provider mask the actual location of
application function. The user often does not know where a specific operation is executing. The
entire function may execute in either the PC or server, or the function may be split between them.
This masking of application function locations enables system implementers to upgrade portions of
a system over time with a minimum disruption of application operations, while protecting the
investment in existing hardware and software.

A SQL Server is a relational database management system developed by Microsoft. As a database, it
is a software product whose primary function is to store and retrieve data as requested by other
software applications, be it those on the same computer or those running on another computer
across a network (including the Internet). There are at least a dozen different editions of Microsoft
SQL Server aimed at different audiences and for workloads ranging from small single-machine
applications to large Internet-facing applications with many concurrent users.

A SQL Server is offered in several editions with different feature set and pricing options to meet a
variety of user needs, including the following:

1 Enterprise: Designed for large enterprises with complex data requirements, data
warehousing, and Web-enabled databases. Has all the features of SQL Server, and its
license pricing is the most expensive.

1 Standard: Targeted toward small and medium organizations. Also supports e-commerce and
data warehousing.

1  Workgroup: For small organizations. No size or user limits and may be used as the backend
database for small Web servers or branch offices.

1 Express: Free for distribution. Has the fewest number of features and limits database size
and users. May be used as a replacement for an Access database.

A Web Server is a program that, using the client/server model and the World Wide Web's Hypertext
Transfer Protocol (HTTP), serves the files that form Web pages to Web users (whose computers
contain HTTP clients that forward their requests). Every computer on the Internet that contains a
Web site must have a Web server program. Two leading Web servers are Apache, the most widely-
installed Web server, and Microsoft's Internet Information Server (IIS). Other Web servers include
Novell's Web Server for users of its NetWare operating system and IBM's family of Lotus Domino
servers, primarily for IBM's OS/390 and AS/400 customers.

Web servers often come as part of a larger package of Internet- and intranet-related programs for
serving e-mail, downloading requests for File Transfer Protocol (FTP) files, and building and
publishing Web pages. Considerations in choosing a Web server include how well it works with the
operating system and other servers; its ability to handle server-side programming and security
characteristics; and publishing, search engine, and site building tools that may come with it.




NETWORK INTERFACE CARD (NIC)

A Network Interface Card (NIC) is a circuit board or card that is

NIE installed in a computer so that it can be connected to a network.

Gig-E is a term describing various technologies for transmitting
Ethernet frames at a rate of a gigabit per second.

1000BASE-SX is a fiber optic gigabit Ethernet standard for opera-
SX - Fiber tion over multi-mode fiber using a 770 to 860 nanometer wave-
length.

100BASE-FX is a version of Fast Ethernet over optical fiber. It uses
a 1300 nm near-infrared (NIR) light wavelength.

1000Base-T

FX - Fiber

Every computer on a network, both clients and servers, requires a Network Interface Card (or NIC) in
order to access the network. A NIC is usually a separate adapter card that slides into one of the
server’s motherboard expansion slots. Selection of a NIC has to do with several factors; wiring
media such as copper of fiber, speed supported on network and distance to traverse — segment
length.

A NIC is a Physical layer and Data Link layer device. Because a NIC establishes a network node, it
must have a physical network address, also known as a MAC address. The MAC address is burned
into the NIC at the factory, so it cannot be changed. Every NIC ever manufactured has a unique

MAC address.
Ethernet Standards
Standard Speed Segment Length
10Base5 10Mbps 50m / 164ft
10Base2 10Mbps 185m / 606ft
10Base-T 10Mbps 100m / 328ft
100Base-T 100Mbps 100m / 328ft
100Base-TX 100Mbps 100m / 328ft
1000Base-T 1Gbps 100m/ 328ft
100Base-FX (Fiber) 100Mbps 2 km
1000Base-SX (Fiber) 1Gbps 550m (multi-mode)




&Y ACTIVE DIRECTORY

Windows Server
Active Directory

Active Directory (AD) is a directory service implemented by Mi-
Active Directory crosoft for Windows domain networks. It is included in most Win-
dows Server operating systems as a set of processes and service.

An Active Directory domain controller (server). Runs Microsoft Win-
dows OS, authenticates and authorizes all users and computers in a
Windows domain type network—assigning and enforcing security
policies for all computers and installing or updating software.

AD Domain Controller

Active Directory services include Group Policies, DNS and the do-

AD Services ! . :
main namespace, Domains, Forests, Trees, and Sites.

The Active Directory is the core security repository for your network. It contains users/groups and
what functions they are allowed to perform. This centralizes management of your servers and
workstations to simplify day-to-day management of the network while also meeting regulatory needs
for centralized management.

| Active Directory

. Domoin Server

Organizational Units
Users, Groups, Mochines

As part of your ICS, Active Directory can be utilized. In Active Directory, a specialized Microsoft
Windows server called a Domain Controller is installed. A Domain Controller contains the Active
Directory. It is recommended that customers install a minimum of two Domain Controllers for proper
failover needs.

Active Directory Services like Group Policies are applied to users or computers and limit what
changes can be made on a workstation. These policies are enforced on the network to help ensure
security. There is some “perceived stigma” in the control industry of operations being impeded by
required logons and other restrictions. This is due to the experience people have had with IT
implementations of Active Directory, which tend to be very restrictive. However, the features of
Microsoft Active Directory are extremely customizable to be only as restrictive as is needed by
industry regulations and the customer.
Active Directory features include:
1 Support for the X.500 standard for global directories
1 The capability for secure extension of network operations to the Web
1 A hierarchical organization that provides a single point of access for system administration
(management of user accounts, clients, servers, and applications, for example) to reduce
redundancy and errors
1 An object-oriented storage organization, which allows easier access to information
1 Support for the Lightweight Directory Access Protocol (LDAP) to enable inter-directory
operability
1 Designed to be both backward compatible and forward compatible
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VIRTUAL MACHINE

A virtual machine (VM) is a software-based emulation of a comput-
Virtual Machine (VM) er. Virtual machines operate based on the computer architecture
and functions of a real or hypothetical computer.

vmware

A system virtual machine provides a complete system platform that
System VM supports the execution of a complete operating system (OS). It is
also known as a Hardware Virtualization.

A process virtual machine (or language virtual machine) is designed
Process VM to run a single program, which means that it supports a single pro-
cess.

A Virtual Machine is a PC (operating system and application software) that exists in a set of files on a
server. This allows a company to allocate several dedicated virtual PCs that can be used by
individuals even though they are located on the same server. The image below illustrates this
concept.

Nen-Yirtualized Computer

Gafual

Operating System
| Drivers
e
Hypervisor - (Hyper-V, Xen, ESX Server) Vinualized Computer

Hardware - (CPU, Memory, NIC, Disk)

Hardware

A virtual machine (VM) is a software implementation of a machine (i.e. a computer) that executes
programs like a physical machine. Virtual machines are separated into two major classifications
based on their use and degree of correspondence to any real machine:

System Virtual Machine provides a complete system platform which supports the execution of a
complete operating system (OS). These usually emulate an existing architecture and are built with
the purpose of either providing a platform to run programs where the real hardware is not available
for use, or of having multiple instances of virtual machines leading to more efficient use of
computing resources, both in terms of energy consumption and cost effectiveness (known as
hardware virtualization, the key to a cloud computing environment) or both.

Process Virtual Machine (or language virtual machine) is designed to run a single program, which
means that it supports a single process. Such virtual machines are usually closely suited to one or




more programming languages and built with the purpose of providing program portability and
flexibility.

Some advantages of Virtual Machines are:

1 Lower power usage: Having the same number of hosts on fewer computer units with power
supplies cuts down excess power consumption and heat from intermittently idle machines.

1 More effective crash recovery: Virtual machines that experience a critical failure can simply
be redeployed to other hardware and resume current operations.

1 Ease of maintenance: Hardware that needs to undergo servicing can be taken out of
circulation without requiring the host to be shut down.

1 Greater ability to tune: Virtual machines can be allocated only the resources they need.
Should it be discovered that more CPU or memory is necessary, these can be quickly
expanded without touching hardware.

1 Greater ability to scale: Identical virtual machine configurations may be deployed in

multitude to service a large number of users, and just as easily retracted.




Most modern firewalls also include technology such as an Intrusion Detection System (IDS) or
Intrusion Prevention System (IPS). Both technologies are similar and can be standalone devices
separate from a firewall, if needed. However, Intrusion Detection Systems only detect possible
network intrusions and Intrusion Prevention Systems can actually stop a network intrusion once it is
detected. Network intrusions can be detected by these systems only after they are properly
configured. There are two configuration types for Intrusion Detection and Intrusion Prevention
Systems: Anomaly-Based and Signature-Based.

Internet

Enterprise

IDS is considered to be a passive-monitoring system, since the main function of an IDS product is
to warn you of suspicious activity taking place —but not to prevent it. An IDS essentially reviews your
network traffic and data and will identify probes, attacks, exploits, and other vulnerabilities. An IDS
can respond to the suspicious event in one of several ways, which includes displaying an alert,
logging the event, or even paging an administrator. In some cases, the IDS may be prompted to
reconfigure the network to reduce the effects of the suspicious intrusion.

Anomaly-Based Intrusion Detection and Intrusion Prevention Systems require a large amount of

administrative overhead as they must be left running on the network to build a historical baseline. An
administrator then has to examine the data collected to set alarm/action conditions for anything that




