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FIREWALLS

A computer system or network that is designed to block unauthor-
ized access while permitting outward communication.

Packet filters act by inspecting the "packets," which are trans-
ferred between computers on the Internet. If a packet matches the
Packet Filtering packet filter's set of filtering rules, the packet filter will drop
(silently discard) the packet or reject it (discard it and send "error
responses"” to the source).

Firewalls deployed in Layer 2 mode provide the most transparent
method for integrating with existing routing and IP designs as well
as existing services

Firewall

Second-generation firewalls perform the work of their first-
generation predecessors but operate up to layer 4 — Transport
Stateful Layer of the OSI model. This is achieved by retaining packets until
enough information is available to make a judgment about its
state.

These switches provide the same basic functionality as unman-
Application Layer aged switches, but they can be configured with some advanced
functionality to further optimize a network.

Firewalls are one the most commonly deployed hardware point solutions for cyber security.
However, there are many types of firewalls all specific uses and applications. Traditional firewalls
inspect network traffic by comparing the source and destination addresses against a rule set and
determining whether to forward the traffic or discard it. However, modern firewalls will examine
packets of data for well-known signatures that specify the type of application that created it and the
specific data protocols used.

Firewall

Packet filtering is the process of passing or blocking packets at a network interface based on
source and destination addresses, ports, or protocols. The process is used in conjunction with
packet mangling and Network Address Translation (NAT). Packet filtering is part of a firewall program
for protecting a local network from unwanted intrusion.

Modern network attack techniques are quite sophisticated at fooling traditional firewalls by forging
the parts of the data packet that are examined to compare against rules. New firewall technologies
that mitigate these risks include Layer 2 (often called “transparent”) Firewalls and Stateful Firewalls
that utilize Deep Packet Inspection (DPI).

Layer 2 firewalls are designed to inspect traffic in a way that makes them extremely difficult to
bypass or fool in regards to forged addressing. Because they function at the Data Link layer of the



http://upload.wikimedia.org/wikipedia/commons/5/5b/Firewall.png

OSI Reference Model, not at the Network layer, they are able to process data without establishing a
presence at the Network layer. This makes them nearly undetectable, with the added benefit that
their stealth protects them from most intrusion attempts.

Layer 2 firewalls, when deployed in mission-critical production environments, can be configured to
“fail open” or function as a simple piece of wire in the event of its total failure. This ensures that the
important data traffic can continue to flow even if the firewall fails completely.

stateful firewails I




