
Now that 2014 has come to a close, security experts are predicting new 
trends and urging companies to review their cyber security policies and 
programs to help counteract the expected increase in malicious events. 
Trend Micro’s annual security predictions report forecasts 8 trends for 2015 
(trendmicro.com): 
 

1. More cybercriminals will turn to darknets and exclusive-access forums 
to share and sell crimeware.  

2. Increased cyber activity will translate to better, bigger, and more 
successful hacking tools and attempts.  

3. Exploit kits will target Android, as mobile vulnerabilities play a bigger 
role in device infection. 

4. Targeted attacks will become as prevalent as cybercrime.  
5. New mobile payment methods will introduce new threats. 
6. We will see more attempts to exploit vulnerabilities in open source 

apps.  
7. Technological diversity will save IoE/IoT devices from mass attacks 

but the same won’t be true for the data they process.  
8. More severe online banking and other financially motivated threats will 

surface. 
 
2015 will prove to be yet another challenging year in cyber security. Even 
though decisions concerning security have usually been driven by 
compliance, the increased likelihood of 
cyber attacks have companies realizing 
that they must protect themselves. As 2014 
ends, we must be prepared for the number 
of cyber attacks and data breaches to 
escalate. Having a cyber mitigation plan in 
place as well as implementing a thorough 
and comprehensive cyber security program 
is the best defense. Have a plan, take 
action, monitor, and be vigilant. Happy 
New Year! 
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For additional information please visit us at 

http://iom.invensys.com/CyberSecurity 
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