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The exchange of information and ideas is the lifeblood of any organization.  Anything that interrupts or contaminates that flow threatens an organization's survivability. 

The health service industry has been undergoing tremendous growth on the Internet.  The personal computer has become a common household item, bringing the information highway to any home that wants it.  Through the Internet, consumers are no longer geographically constrained. Thanks to e-Commerce, the size of a company is no longer a barrier to small companies competing side by side with mega-corporations.  The Internet is the great equalizer of the emerging service industry. 
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Consumers expect the same quality of service, regardless of the size of the company behind the website.  Companies must now employ specialized information technology (IT) staff such as network specialists, desktop security specialists, network security specialists, and web developers.  Although the cost of recruiting, hiring, training and retaining employees can be prohibitively expensive, if companies do not retain staff to protect their networks, their biggest risk is the potential for damage. This can occur as a result of unauthorized access to web servers, mail servers, or sensitive information that can be removed from internal servers and distributed to competitors.

Overview

Today's healthcare institutions face a variety of security issues and concerns.  Many of these risks, such as denial of service attacks, can create network bottlenecks and disrupt business operations.  Other risks, such as viruses and malicious code threats (for example, hackers), can bring network operations to a standstill.

A comprehensive end-to-end security strategy goes beyond just hardware and software.  It entails building upon the cornerstones of sound managed secured services, including: 

· Security Management

· Identity

· Perimeter Security

· Security Monitoring 

· Security Communications

These issues must be maintained, audited and most importantly, kept current. If not managed properly and kept current, such policies can build a false sense of security. Cyber crime thrives on minor lapses in network management.  For many small and medium healthcare businesses, providing security 24 hours a day, seven days a week, is a concern.
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Online security breaches have more than doubled annually over the past four years.  Cyber crime continues to grow as more and more businesses and consumers turn to the Internet to conduct their business
.

· 91% of companies survey detected security breaches in the last 12 months

· 80% acknowledged financial losses due to computer breaches

· 44% verified financial losses that totalled over $455 million

A common misconception is that network security breaches predominately originate from outside the company.  In fact, nearly 50% of companies surveyed reported network attacks originating from within their own company walls. Merely remaining offline does not ensure security. 

Security threats come in all sizes and in all levels of complexity.  Some attacks are focused and malicious, probing your network for vulnerable areas. Others are accidental, like opening that innocent e-mail with the secretly attached virus.  

Unlike lightning, hackers will strike more than once.  Over 75% of companies surveyed reported two or more security incidents. Of that number, 56% reported over ten incidents in the same 12-month period.  That is nearly one attack per month of which they were aware1.
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It may surprise many healthcare professionals to learn just how susceptible their own sector is to security breaches. Healthcare ranks in the top five industries reporting security breaches.  Hackers do not always need a reason -- just a target.

A common belief is that security incidents are the problem of big businesses.  In fact nothing could be further from truth.  Small to medium business reported over 40% of all security incidents.  A small town healthcare provider is just as likely to be hit as a major metropolitan hospital is.  No longer is "security through obscurity" an acceptable policy.  It stands to reason that managed security is rapidly becoming a leading network issue 1.
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Not all security incidents are the result of malicious hacking.  Some incidents entail the simple mis-classification of patient information, as in this healthcare example:
Just by knowing the birthdate and ZIP code of the governor of Massachusetts, Latanya Sweeney, a computer privacy researcher at Carnegie Mellon University, was able to retrieve his health records from a supposedly anonymous database of state employee health-insurance claims.  Sweeney also demonstrated that she could do the same for 69% of the 54,805 people on voting list of Cambridge, MA..

Health Insurance Portability and Accountability Act - HIPAA 
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The Health Insurance Portability and Accountability Act of 1996 (HIPAA) was signed into law on July 21, 1996.  It was designed to protect the health insurance coverage of workers and their families as they change jobs or lose them.  

HIPAA is the most sweeping legislation to affect the healthcare industry in over 30 years.  Every HIPAA administrative transaction between healthcare providers and payers which are exchanged electronically will be subject to the security standards contained within HIPAA.  HIPAA also states that the general penalty for “failure to comply” will range from $100 to $25,000, based on the number of violations.  The penalty for wrongful disclosure of individually identifiable health information ranges from $50,000 to $250,000.

The HIPAA standard is “technology-neutral.”  The architects of this legislation recognized there is no single standard existing that integrates all of the security measures required.  The HIPAA security standard is segmented into four broad categories.

· Administrative Policies and Procedures: 
Governs confidentiality, integrity and access of patient data (staff responsibilities for protecting data, formal termination procedures, security incident reporting and security training)

· Physical Safeguards: 
Safeguards patient data, controls its access and protects the computer systems and networks that store and communicate that data (use of locks, keys, computer access controls, etc).

· Technical Security Services: 
Measures to protect data stored within information systems (access control, data and user authentication)

· Technical Security Mechanism: 
Prevent eavesdropping and other types on inappropriate access to patient information communicated over a network (encryption, event reporting, integrity controls and audit trails)

Private health plans, insurers, HMOs, private physicians, employers, information clearinghouses, private management system vendors, billing agencies and other service organizations will be those healthcare care organizations most impacted.
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HIPAA Future Prognosis 

HIPAA is the one of the single largest non-subsidized government mandates ever enacted.  The Department of Health and Human Services (DHHS) has scheduled compliance of the HIPAA privacy regulation section by April 14, 2003.  There always exist time gaps between the writing of laws and the interpretation of them. 
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There is an enormous task ahead to become compliant.  In a survey, fewer than 25% of those who responded classified themselves as being knowledgeable or better, while 50% classify themselves as only somewhat knowledgeable.

In a survey of healthcare providers impacted by HIPAA, over 50% are busy preparing for HIPAA implementation.   Of that, 16% have funding approved and 51% are confident that funding is forthcoming
.

The time to take action is now!

Security Is Not As Simple As Deploying Technology
Hackers do not need infinite technical knowledge -- there are tools for that.  Just installing hardware and software throughout a network is not enough to fend off most attacks.  This is why most networks are attacked more than once.  Hackers will continue to probe, looking for potential weak spots.  A comprehensive end-to-end integrated managed security solution is key to protecting your network.



Even with the right hardware and software solutions in place, gaps will exist.  A comprehensive security audit addressing network applications, types of data being exchanged, recipients, and users should be the first course of business.  The entire network should be audited -- not just the hardware. These are the issues that drive an end-to-end managed network solution.  

Our goal is to build upon existing network elements and strengthen them to provide the user a complete network. The only way to take a stand against security threats is to have a plan in place, complemented by managed secure services.

Managed Security Services

At Nortel we take a holistic approach to managed security solutions. We are not tied to any specific network vendors, but will work with any software/hardware configuration of your choice. This will protect your networks, providing a suite of network consulting, network integration, and managed network services. This allows you to compete with large corporations in this growing service sector.  

Our business partners will have the opportunity to choose from an array of available services, or to have a custom program tailored to their specific needs.

	Network Requirement Category
	Required Network Services

	Security Management
	· Security Policy Review

· Corporate Policy Review

· Physical Audit

· Network Audit

· Patch Audit

· Data Categorization

· Policy Creation

	Identity
	· User ID

· Password

· Token Login

· Digital Certificates

· BioMetrics

	Perimeter Security
	· Intrusion Detection

· Firewall

· Penetration Audit / Testing

· Application Hardening

· OS Hardening

· Virus Scanning / Protection

· Content Filtering

	Security Monitoring
	· Logging / Resource Tracking

· Remote Site Audit

· Firewall

· Policy Management

· Audit Reporting

	Secure Communication
	· Encryption

· Secure e-Mail Servers

· IP-VPNs

· Employee Training


Security is the only option!
<place holder for hi-level service definitions>

“Every day, our private health information is being shared, collected, analyzed and stored with fewer federal safeguards than our video store records.”


Donna Shalala, 


Sec. of Health and Human Services





 “In many respects, the battle for health privacy has already been lost.”


Robert Gellman, 


Nat’l Committee on Vital and Health Statistics





“79% of Americans agree that the word 'privacy' should be added to the Declaration of Independence.”


Louis Harris & Associates survey, 1990

















The Internet allows organizations to:�


Conduct electronic commerce


Provide better customer service


Collaborate with partners


Reduce communications cost


Improve internal communications


Access needed information rapidly














A Cisco survey shows:





70% of passwords are cracked in 4 minutes





75% of respondents have a firewall, and do not monitor it





75% had external vulnerabilities





100% had internal vulnerabilities� 














Sensitive Information


Americans are very sensitive about keeping their health information private. 





Percent of Americans comfortable providing personal information online


SSN 		1%


Credit Card	3%


Phone Number	11%


Income		17%


Medical		18%





(ATT-Research)
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HIPAA


Security Plan Check List:


Administrative procedures


Physical safeguards


Technical data security


Technical security mechanism














 























According to a recent poll, most Americans (87% of respondents) believe patients should be asked for permission every time any information about them is used.





(TIME/CNN poll)

















The Key to a Comprehensive Network Security Plan is built upon a Secure Foundation





Security Management


Identity


Perimeter Security


Security Monitoring


Security Management





 


























“You have zero privacy anyway.  Get over it.”





Scott McNealy,


Chairman & CEO, Sun Microsystems
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What has happened to the Network?�


Growth in


WAN traffic


E-Commerce





Growth in


Internet-based attacks


Loss of sensitive corporate information


Lost company revenue
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